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A8 PRLAG A 5% 4fd 405 @ 4 5 Root CAfB: ~Policy CA i -
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411 IGEW R

T A ARG R DR S REP 0 3 ¢ FRESHY g
Pos ¥ R R B2 = (SignatureAlgorithm){e % %8 % - (SignatureValue) -
RS

o # P
1. X.509v1 Field T I
1.1. Version B A o & X509 Version 3
1.2. Serial Number BEAR BALRS 32 BVIES ¢ CA% T
1.3. Signature Algorithm REwh 2 * SIA-1 with RSA Encryption (PKCSE1-5)

(1.2.840.113549.1.1.5) = SHA256 with RSA Encryption
(PKCS#1-5) (1.2.840.113549.1.1.11) > p 2017/1/1 4= 2 @& *
SHA256 with RSA Encryption (PKCS#1-5)
(1.2.840.113549.1.1.11)

14 lssuer BREFABY LA b LRANL2E FRP
1.4.1. Country (C) TP AR R
1.4.2. Organization (O) RSP EY L
1.4.3. Organizational Unit (OU) |zu# @ w I
1.4.4. Common Name (CN) B R
1.5. Validity BEE G rep HppER
1.5.1. Not Before A 4 »cp g
1.5.2. Not After BTEE P HER
1.6. Subject BEIET o LA & LRPDPYA2E SR
1.6.1. Country (C) TP AR R
1.6.2. Organization (O) AL B

1.6.3. Organizational Unit (OU) |z @ < F 3

1.6.4. Organizational Unit (OU) ;x4 ¢ ww L4

1.6.5. Organizational Unit (OU) [z1p ¢ < Jig* & PRI & 4
1.6.6. Common Name (CN) L L]

1.7. Subject Public Key Info ?&”3#&“‘ X B g4 i@ RSAIWE 2
2. X.509v3 Extensions X509 V3 Extensmns
2.1. Authority Key Identifier
2.1.1. Key Identifier BHEE #F o B £40160-bits SHA-1 &2 256 bits SHAZ56
@ p 2017/1/1 4228 & * 256 bits SHA256
2.2. Subject Key Identifier & #EET —‘,5‘ S B £457160-bits SHA-1 @2 256 bits SHA256

B> p 2017/1/1 4228 ¢ * 256 bits SHA256

2.3. Key Usage

2.3.1. Digital Signature *ANER

2.3.2. Non Repudiation FANA VR

2.3.3. Key Encipherment * 3t 40 i@ Session Key
2.3.4. Data Encipherment * A g AL

2.3.5. Key Agreement * %t % 4% Session Key
2.3.6. Key Certificate Signature | * »* % # 1§ %

2.3.7. CRL Signature * 3% % CRL

2.4. Extended Key Usage
2.4.1. Client Authentication * 3> SSL £ < #530d (1.3.6.1.5.5.7.3.2)

2.4.2. Email Protection *OriEER S0 (1.3.6.1.5.5.7.3.4)
2.5. Certificate Policies & 7 vk

4-4 Version 1.2



Fry BEEEIYE

2.5.1 Policy Information

gz F 2
s 3 A

2.5.1.1 Policy Identifier

d CAfp e rciK ID> §4# * 2 W3 158

2.5.1.2. Policy Qualifier ID

1.3.6.1.55.7.2.1 s ®&% 3 CPS chURL = 3¢

2.5.1.3. Qualifier

%% 3 CPS ¢ URL

2.5.1.4. Policy Qualifier ID

1.3.6.1.5.5.7.2.2 % i * & ¥ (User Notice)

2.5.1.5. Qualifier

i

2.6. Subject Alternate Names

2.6.1. rfc822Name

R

2.7. Basic Constraints

ALY

2.7.1.CA %~ 8 EE 5 CA g (True)fr2t CA s (False)
2.7.2 Path Length Contraints "4 CA K =
2.8. CRL Distribution Point CRL F #% % B~

2.8.1. CRL DP Name

2.8.1.1 Full Name

2.8.1.1.1 URI

CRL URL i+t

* 2.9. Authority Information Access

R S TRER

2.9.1 Access Description

2.9.1.1. Access Method

2 OCSP(1.3.6.1.5.5.7.48. 1) 5% 5B~

2.9.1.2. Access Location

OCSP URL i+t

*21 : RFC2459 % & 2 ff =

T -4 4 RCA -~ PCA~UCA~RA &2 it # 'ﬁ R AT | AP AN] I 2
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413 RCA &G#
# 1 42 RCABHEF =#mp £
A rOF P
1. X.509v1 Field &
1.1. Version &2 X509v3 5= »
1.2. Serial Number & 4 CAHZ

1.3. Signature Algorithm

*11.2.840.113549.1.1.5 &

1.2.840.113549.1.1.11 - &
2017/1/1 A= 28 %
1.2.840.113549. 1. 1. 11

SHA-1 with RSA Encryption
2 SHA256 with RSA
Encryption:> p 2017/1/1
A= Jp # * SHA256 with RSA
Encryption

1.4. Issuer % RCA #u) £ 48 & a3
WA421% HHp
1.4.1. Country (C) & le.g., “TW” d CAdp T
1.4.2. Organization (O) % |e.g., “CyberTrust Corporation” d CAdp T
1.4.3. Organizational Unit (OU) | |e.g., “Root CA” d CAidp T
1.4.4. Common Name (CN) % le.g., “Root” d CAdp T
1.5. Validity &
1.5.1. Not Before % |e.g."00:00:01 01 September 1999” |4 CA 45 T
1.5.2. Not After % le.g., “23:59:59 31 August 2020” d CAidp T

1.6. Subject RCA && &4 & L ARR]T
42.1% & Hp
1.6.1. Country (C) <% le.g., “TW” d CAdp T
1.6.2. Organization (O) % e.g., “CyberTrust Corporation” d CAip T
1.6.3. Organizational Unit (OU) | |e.g., “Root CA” d CAdp T
1.6.4. Common Name (CN) % le.g., “Root” d CAdp T
1.7. Subject Public Key Info & RCAH &4 £ B
2048bits (z)m* - p
2017/1/1 A=& BB &
4096bits (z )+
2. X.509v3 Extensions A
2.1. Authority Key Identifier A
2.1.1. Key Identifier & RCA 2B & 4515
2.2. Subject Key Identifier %2 RCA & B & 4k 78
2.3. Key Usage &
2.3.1. Digital Signature I
2.3.2. Non Repudation I
2.3.3. Key Encipherment A
2.3.4. Data Encipherment A
2.3.5. Key Agreement g H
2.3.6. Key Certificate Signature i
2.3.7. CRL Signature @
2.4. Certificate Policies A
2.4.1 Policy Information & - i# Policy Information
2.4.1.1 Policy Identifier & d CA 45 % RCA B s K
ID
2.4.1.2. Policy Qualifier ID 1.3.6.1.5.5.7.2.1

2.4.1.3. Qualifier

e.g.,” http://ca.CyberTrust.com.tw/"

d CAH %

2.4.1.4. Policy Qualifier ID

G| G| B

1.3.6.1.5.5.7.2.2

4-7
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2.4.1.5. Qualifier i |e.g.,” This certificate is for the sole |4 CA 45 =
use of CyberTrust and its
customers”
2.5. Basic Constraints @
2.5.1.CA & [True B CAE#
2.5.2. Path Length Constraint | |2 T 3 PCA 4= UCA
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414 PCA&#
%1 4-3 PCARBRZEW =HP £
*&B i~ F\ g =% 2K
1. X.509v1 Field "
1.1. Version &2 X509v3 5= »
1.2. Serial Number & 4 CAH =
1.3. Signature Algorithm *11.2.840.113549.1.1.5 & SHA-1 with RSA
1.2.840.113549. 1. 1. 11> p Encryption 2 SHA256
2017/1/1 4= %8 & with RSA Encryption > p
1.2.840.113549.1.1. 11 2017/1/1 A= g i *
SHA256 with RSA
Encryption
1.4. Issuer & RCA #5] £ & £ 4210
WA21F HFEP
1.4.1. Country (C) % le.g., “TW” d CAdp T
1.4.2. Organization (O) % e.g., “CyberTrust Corporation” d CAdp T
1.4.3. Organizational Unit (OU) | |e.g., “Root CA” d CAidp T
1.4.4. Common Name (CN) % le.g., “Root” d CAdp T
1.5. Validity &
1.5.1. Not Before % |e.g.,"00:00:01 01 September 1999” |4 CA 45 %
1.5.2. Not After % le.g.,"23:59:59 31 August 2012” d CAidp T

1.6. Subject PCA 5] &4 & &7
4,2 1% FEP
1.6.1. Country (C) & le.g., “TW” d CAip T
1.6.2. Organization (O) % e.g., “CyberTrust Corporation” d CAdp T
1.6.3. Organizational Unit (OU) | |e.g., “Policy CA” d CAdp T
1.6.4. Common Name (CN) % e.g., “Finance” d CAdp T
1.7. Subject Public Key Info %2 PCA >R &4 & &

1024bits (z )¢+ » g
2017/1/1 A= & R F &
4096bits (7 )1+

2. X.509v3 Extensions

2.1. Authority Key Identifier

2.1.1. Key Identifier

RCA = B & 4 4§

2.2. Subject Key Identifier

PCA = B & 4 758

2.3. Key Usage

Gl & & & &

2.3.1. Digital Signature I
2.3.2. Non Repudation A
2.3.3. Key Encipherment A
2.3.4. Data Encipherment I
2.3.5. Key Agreement F g H
2.3.6. Key Certificate Signature e
2.3.7. CRL Signature @
2.4. Certificate Policies &

2.4.1 Policy Information & - i Policy Information

2.4.1.1 Policy Identifier % d CA4y 2shPCA G # Fe i
ID

2.4.1.2. Policy Qualifier ID 1.3.6.1.5.5.7.2.1

2.4.1.3. Qualifier

| B

e.g.,” http://ca.CyberTrust.com.tw/"

J CAH %
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2.4.1.4. Policy Qualifier ID i%1]1.3.6.1.5.5.7.2.2
2.4.1.5. Qualifier i |e.g.,” This certificate is for the sole |4 CA 45 <
use of CyberTrust and its
customers”
2.5. Basic Constraints &
2.5.1.CA & [True BCAE#
2.5.2. Path Length Constraint | |1 T 7 UCA
2.6 CRL Distribution Point A - i# CRLDP
2.6.1. CRL DP Name &
2.6.1.1 Full Name &
2.6.1.1.1 URI < |e.g.,"https://ca.CyberTrust.com.tw |4 CA 5 2
/user/FEXML/revoke.cr!”
2.7. Authority Information Access @
2.7.1 Access Description @ % ACCESS
DESCRIPTION
2.7.1.1. Access Method %11.3.6.1.5.5.7.48.1
2.7.1.2. Access Location % le.g., “URL=https://OCSP. d CAdp T

CyberTrust.com.tw:8000/"

4-10
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415 UCA &G#H
%% 4-4 UCAGHEF P £
= rOF P
1. X.509v1 Field "
1.1. Version % |2 X509v3 = A&
1.2. Serial Number & 4 CA fp z

1.3. Signature Algorithm

%11.2.840.113549.1.1.5 &

1.2.840.113549.1. 1. 11 » a 2017/1/1
A=7p % 1.2.840.113549. 1. 1. 11

SHA-1 with RSA
Encryption ¢ SHA256
with RSA Encryption »
p 2017/1/1 A= 28 & *
SHA256 with RSA
Encryption

1.4. Issuer % PCA 3% 248 > & 221
4.2 1% FEP
1.4.1. Country (C) % le.g., “TW” i CAdp &
1.4.2. Organization (O) % |e.g., “CyberTrust Corporation” d CA g T
1.4.3. Organizational Unit (OU) | |e.g., “Policy CA” d CAidp T
1.4.4. Common Name (CN) % |e.g., “Finance” d CAdp T
1.5. Validity &
1.5.1. Not Before % |e.g., “00:00:01 01 September 1999" |d CA 4; %
1.5.2. Not After % |e.g., “23:59:59 31 August 2004” d CAidp T

1.6. Subject UCA &% &40 & 221
4,2 1% FEP
1.6.1. Country (C) % le.g., “TW” d CA g T
1.6.2. Organization (O) % |e.g., “CyberTrust Corporation” d CAdp T
1.6.3. Organizational Unit (OU) | < |e.g., “User CA” d CAdp T
1.6.4. Common Name (CN) % |e.g., “Banking” d CAdp T
1.7. Subject Public Key Info & UCA>H &4 £ B
1024bits (z)m 1t - p
2017/1/1 A=& B B &
4096bits (z )t
2. X.509v3 Extensions 2
2.1. Authority Key Identifier A
2.1.1. Key Identifier %2 PCA = B & 478
2.2. Subject Key Identifier %2 UCA & B &4k 78
2.3. Key Usage o
2.3.1. Digital Signature FoE
2.3.2. Non Repudation * g
2.3.3. Key Encipherment * g
2.3.4. Data Encipherment FoE
2.3.5. Key Agreement FoiE
2.3.6. Key Certificate Signature| | *
2.3.7. CRL Signature e
2.4. Certificate Policies &
2.4.1 Policy Information A - i# Policy Information
2.4.1.1 Policy Identifier A ? CAdp T UCA & o
i ID
2.4.1.2. Policy Qualifier ID 1.3.6.1.5.5.7.2.1

2.4.1.3. Qualifier

| B

e.g.,” http://ca.CyberTrust.com.tw/”

J CAH %
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2.4.1.4. Policy Qualifier ID 1.3.6.1.5.5.7.2.2

o]

2.4.1.5. Qualifier e.g.,” This certificate is for the sole d CAdp T

use of CyberTrust and its customers”

o]

2.5. Basic Constraints

&

25.1. CA True

2.5.2. Path Length Constraint

2.6 CRL Distribution Point i# CRL DP

2.6.1. CRL DP Name

2.6.1.1 Full Name

I I I < <
|

2.6.1.1.1 URI e.g.,"https://ca.CyberTrust.com.tw ? CAdp

luser/FXML/revoke.crl!”

2.7. Authority Information Access

l:&
2.7.1 Access Description & — & ACCESS DESCRIPTION
2.7.1.1. Access Method *%11.3.6.1.5.5.7.48.1
2.7.1.2. Access Location % |e.g., “URL=https://OCSP. d CAdp T

CyberTrust.com.tw:8000/"

4-12 Version 1.2




Fr i BEEEISFE

416 RA&#
%% 45 RABEWF =HP £
= rOF HoOp
1. X.509v1 Field @
1.1. Version (2 X509v3 5% &
1.2. Serial Number & 4 CAHZ

1.3. Signature Algorithm

% (1.2.840.113549.1.1.5 &
1.2.840.113549.1.1.11 - &
2017/1/1 A= 28 %
1.2.840.113549. 1. 1. 11

SHA-1 with RSA
Encryption & SHA256
with RSA Encryption: g
2017/1/1 4= & * SHA256
with RSA Encryption

1.4. Issuer

UCA 0] 4> & &A%

4.2, 1% §@p
1.4.1. Country (C) % le.g., “TW” d CAp T
1.4.2. Organization (O) % e.g., “CyberTrust Corporation” d CAp T
1.4.3. Organizational Unit (OU) | |e.g., “User CA” d CAdp T
1.4.4. Common Name (CN) % |e.g., “Banking” d CAdp T
1.5. Validity &
1.5.1. Not Before % |€.9."00:00:01 01 September 1999” |4 CA 43 %
1.5.2. Not After % le.g., “23:59:59 31 August 2003” |4 CA 3y T

1.6. Subject RA e w] 4L & LR
4.22% FHp
1.6.1. Country (C) % le.g., “TW” d CAp T
1.6.2. Organization (O) % |e.g., “CyberTrust Finance” d CAdp T
1.6.3. Organizational Unit (OU) | |e.g., “CyberTrust Banking” d CAdp T
1.6.4. Organizational Unit (OU) | |e.g., “12345678-CyberTrust” d CAdp T
1.6.5. Organizational Unit (OU) | |e.g., “FXML”" d CAp T
1.6.6. Common Name (CN) % |e.g., “0040000-RA-001" d CA & RAY 534 2

1.7. Subject Public Key Info

RAB &4 £ A& 1024
bits(z )™t > B
2017/1/1 =& B ZF &
2048bits (7 )}

2. X.509v3 Extensions

2.1. Authority Key Identifier

UCA 2 & T 3

2.1.1. Key Identifier

UCA = B & 445

2.2. Subject Key Identifier

RA 2 & 4% 75

2.3. Key Usage

L& & & &

2.3.1. Digital Signature @

2.3.2. Non Repudation @

2.3.3. Key Encipherment I
2.3.4. Data Encipherment I
2.3.5. Key Agreement A
2.3.6. Key Certificate Signature A
2.3.7. CRL Signature I

2.4. Certificate Policies

2.4.1 Policy Information

- 1 Policy Information

2.4.1.1 Policy Identifier

&l & &

4 CA 4y L RA B3 F &
1D

2.4.1.2. Policy Qualifier ID

i#|1.3.6.1.5.5.7.2.1

4-13
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2.4.1.3. Qualifier i |e.g.,” http://ca.CyberTrust.com.tw/" |4 CA 45 %
2.4.1.4. Policy Qualifier ID i%1(1.3.6.1.5.5.7.2.2
2.4.1.5. Qualifier i# |e.g.,” This certificate is for the sole |4 CA 45 <
use of CyberTrust and its
customers”
2.5. Basic Constraints &
25.1.CA i |False
2.6. Subject Alternate Names &
2.6.1. Rfc822Name i# le.g., “john.doe@XYZCorp.com”  [RA T + 844

2.7. CRL Distribution Point & - i& CRL DP
2.7.1. CRL DP Name &
2.7.1.1 Full Name A

2.7.1.1.1 URI % le.g.,“https://ca.CyberTrust.com.tw |4 CA 4p T

luser/FXML/revoke.crl”

2.8. Authority Information Access

2.8.1 Access Description

- f# ACCESS DESCRIPTION

2.8.1.1. Access Method

:11.3.6.1.5.5.7.48.1

2.8.1.2. Access Location

- |e.g., “URL=https://OCSP.

CyberTrust.com.tw:8000/"

d CA 4 %
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417 @ ¥ f&%ﬁ
4171 #* ¥ ERB#E

B 46 7 H BB LD 2

5'\1

i rE P P
1. X.509v1 Field "
1.1. Version &2 X509v3 = &
1.2. Serial Number & 4 CA%H T
1.3. Signature Algorithm *11.2.840.113549.1.1.5 & SHA-1 with RSA
1.2.840.113549. 1. 1. 11> p Encryption & SHA256
2017/1/1 4228 % with RSA Encryption ® g
1.2.840.113549.1.1. 11 2017/1/1 A= p & *
SHA256 with RSA
Encryption
1.4. Issuer & UCA 5] 24E » & &40
W42, 1% FEP
1.4.1. Country (C) <% le.g., “TW” d CAp T
1.4.2. Organization (O) % |e.g., “CyberTrust Corporation” d CAp T
1.4.3. Organizational Unit (OU) | |e.g., “User CA” d CAdp T
1.4.4. Common Name (CN) % |e.g., “Banking” d CAdp T

1.5. Validity

1.5.1. Not Before

e.g., “00:00:01 01 September 1999”4 CA 45 =

1.5.2. Not After

e.g., “23:59:59 31 August 2000” d CAdp T

(S S IS IS IS IS I

1.6. Subject i Jﬂf SR A

P1+4.2.3% &

1.6.1. Country (C) <% le.g., “TW” d CAp T
1.6.2. Organization (O) % |e.g., “CyberTrust Finance” d CAdp T
1.6.3. Organizational Unit (OU) | |e.g., “CyberTrust Banking” d CAdp T
1.6.4. Organizational Unit (OU) | E.G., “0040000-BOT" d CAdp T

1.6.5. Organizational Unit (OU) | |e.g., “FXML” d CAdp T
1.6.6. Common Name (CN) % le.g., “A123456789” d CA izt * JFT N
#ﬁ “
1.7. Subject Public Key Info & [ B ¥ I

1024bits(z )t »
2017/1/1 A= & BB &
2048bits (7 )mt

2. X.509v3 Extensions

2.1. Authority Key Identifier UCA 2 g#EFT R

2.1.1. Key Identifier UCA = F:% IS

2.2. Subject Key Identifier B KR EMEAE

Gl & & & &

2.3. Key Usage

2.3.1. Digital Signature e

2.3.2. Non Repudation e

2.3.3. Key Encipherment I
2.3.4. Data Encipherment I
2.3.5. Key Agreement A
2.3.6. Key Certificate Signature A
2.3.7. CRL Signature I

2.4. Certificate Policies A
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2.4.1 Policy Information

- B Policy
Information

2.4.1.1 Policy Identifier

d CAH it * 5B
7k ID

2.4.1.2. Policy Qualifier ID i#1(1.3.6.1.5.5.7.2.1
2.4.1.3. Qualifier #|e.g.,” http://ca.CyberTrust.com.tw/” |d CA 45 T
2.4.1.4. Policy Qualifier ID i%¥1(1.3.6.1.5.5.7.2.2
2.4.1.5. Qualifier ¥ |e.g.,” This certificate is for the sole |¢ CA i T
use of CyberTrust and its
customers”
2.5. Basic Constraints &
25.1.CA i [False
2.6. Subject Alternate Names &
2.6.1. rfc822Name i# |e.g., “john.doe@XYZCorp.com” i H T

2.7. CRL Distribution Point & - i& CRL DP

2.7.1. CRL DP Name &

2.7.1.1 Full Name A
2.7.1.1.1 URI % e.g.,“https://caCyberTrust.com.tw |4 CA 4y

luser/[FXML/revoke.cr!l”
2.8. Authority Information Access &
2.8.1 Access Description & — 1 ACCESS
DESCRIPTION
2.8.1.1. Access Method %1.3.6.1.5.5.7.48.1

2.8.1.2. Access Location % le.g., “URL=https://OCSP. d CAdp

CyberTrust.com.tw:8000/"

4-16

Version 1.2




Fr i BEEEISFE

41.7.2 @& * dﬂz e BIGTHE
B AT T RERE R A
= rOF wop
1. X.509v1 Field %
1.1. Version % |2 X509V3 =
1.2. Serial Number & 4 CA fp z
1.3. Signature Algorithm % 11.2.840.113549.1.1.5 SHA-1 with RSA
1.2.840.113549.1.1. 11> p Encryption £ SHA256
2017/1/1 4= %8 & with RSA Encryption °
1.2.840.113549.1.1.11 B 2017/1/1 A= 25 i& *
SHA256 with RSA
Encryption
1.4. Issuer %

UCA %] 248> & &40
24.2. 1% H8p

1.4.1. Country (C) 2 le.g., “TW” i CAdp &
1.4.2. Organization (O) % |e.g., “CyberTrust Corporation” d CAdp T
1.4.3. Organizational Unit (OU) |& |e.g., “User CA” d CAidp T
1.4.4. Common Name (CN) % |e.g., “Banking” d CAdp T
1.5. Validity &
1.5.1. Not Before % |e.g., “00:00:01 01 September 1999” |d CA 4; %
1.5.2. Not After % le.g., “23:59:59 31 August 2000” d CAdp T
1.6. Subject % A S

Pl+t4.2.3% &

1.6.1. Country (C) < leg., “TW” 4 CAdp
1.6.2. Organization (O) % |e.g., “CyberTrust Finance” d CAdp T
1.6.3. Organizational Unit (OU) |% |e.g., “CyberTrust Banking” d CAdp T
1.6.4. Organizational Unit (OU) | E.G., “0040000-BOT" d CAdp T
1.6.5. Organizational Unit (OU) |% |e.g., “FXML” d CAdp T

1.6.6. Common Name (CN)

e.g., “A123456789

d CARR ™ %° 7 A
T

1.7. Subject Public Key Info

&

R XA £ A
1024bits(3 )2+ » §
2017/1/1 &£ B 4 &
2048bits (3 )1t

2. X.509v3 Extensions

2.1. Authority Key Identifier

28 =2

UCAZ‘f FE-F» ¥

2.1.1. Key Identifier

UCA 2 & 4~ 28

2.2. Subject Key Identifier

Y I

2.3. Key Usage

Gl & & & &

2.3.1. Digital Signature e
2.3.2. Non Repudation FoE
2.3.3. Key Encipherment i *
2.3.4. Data Encipherment e
2.3.5. Key Agreement e
2.3.6. Key Certificate Signature FoE
2.3.7. CRL Signature FoE

2.4. Extended Key Usage

2.4.1. Client Authentication

& &

4-17

Version 1.2




Fry BEEEIYE

2.4.2. Email Protection

2.4. Certificate Policies

2.4.1 Policy Information

- i Policy Information

2.4.1.1 Policy Identifier

Gl & & &

d CAty 2enit * ¥ 5%
7t ID

2.4.1.2. Policy Qualifier ID ¥ [1.3.6.1.5.5.7.21
2.4.1.3. Qualifier # |e.g.,” http://ca.CyberTrust.com.tw/” |d CA 4y %
2.4.1.4. Policy Qualifier ID i# [1.3.6.1.5.5.7.2.2
2.4.1.5. Qualifier ¥ |e.g.,” This certificate is for the sole |4 CA i 2
use of CyberTrust and its
customers”
2.5. Basic Constraints i
251.CA i# |False
2.6. Subject Alternate Names
2.6.1. rfc822Name £ |e.g., “john.doe@XYZCorp.com” R E
2.7. CRL Distribution Point & - i CRL DP
2.7.1. CRL DP Name &
2.7.1.1 Full Name &
2.7.1.1.1 URI < |e.g.,"https://CyberTrust.com.tw ? CAdp
/user/FEXML/revoke.cr!”
2.8. Authority Information Access %
2.8.1 Access Description % — & ACCESS
DESCRIPTION
2.8.1.1. Access Method % 11.3.6.1.5.5.7.48.1
2.8.1.2. Access Location % |e.g., “URL=https://OCSP. d CAdp T

CyberTrust.com.tw:8000/"
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42.1

RCA/PCA/UCA &

wa] L

RCA/PCA/UCA g asu] i pl dpkeino p du BE e =3

AT A
3 . 4-8 RCAIPCA/UCA i§ 33w & 4L 00] %
W E 23
Country (C) CA 2> 291 At 2 R 2
Organization (O) CAxdm=> Lff 1~64
Organizational Unit (OU) CA“T I T 1~64
Common Name (CN) CA®* s\ JRireE ~ Lf 1~64
BoIFH
# 4. 4-9 RCA/PCA/UCA 335 £ 4id b %
i RCA PCA UCA
Country (C) TW TW TW
Organization (O) CyberTrust CyberTrust CyberTrust
Corporation Corporation Corporation
Organizational Unit (OU) |Root CA Policy CA User CA
Common Name (CN) Root Finance Banking
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4.2.2 RA ?‘al" 5] ?7&;‘

RA &% 2 3] £ 4P

SABEIPE PR BRAT L
%1 4-10 RA B @B LALRR 4

(D& piste 5 £pistE B3t
AERBA) FART @i
FERBR LRSS FRAY

“0000” B~k

(2) “RA”

(3)p i %% (optional ) : #& = RA ¥
g E P ID e ¢ % 1D enF
MoooEE 1145 o

ER*FFHQDFQ)hEZ 5 plE BE
F2B - BELRE

HFZ R AT

¥ Hop I
Country (C) VR T B 2 R 2
Organization (O) CA 2P E R 1~64
Organizational Unit (OU) CACE # H = )eng 1~64
Organizational Unit (OU) RAG#ETRIp P v~ LH 1~64
Organizational Unit (OU) RAG#ETRIP ¢ oo % A PRIFE ~ L |1-64
Common Name (CN) RA %) 5 10~22

® it -RA- P ERI
® L& 1073|2275
BT AL
e 4-11 RABER Y & flde b %
L RA 5| 7 4
Country (C) TW

Organization (O)

CyberTrust Finance

Organizational Unit (OU)

CyberTrust Banking

Organizational Unit (OU)

12345678-CyberTrust

Organizational Unit (OU)

FXML

Common Name (CN)

0040000-RA-01
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123 R Ew LR

R EBELBY LR FABEIRE P L RLT L
B 412 % 7 KBRS C RN A

W = woOp £
Country (C) VR T B 2 R 2
Organization (O) CA 2P E R 1~64
OrganizationalUnit (OU)  [CA( % % ¥ i) ehF 3 1~64
Organizational Unit (OU) [zxp ¢ wm = ¢ f]a. 1~64
Organizational Unit (OU)  [zxp ¢ i * S PRIFE 2 LfC 1~64
Common Name (CN) G Y A i R 8~25

AP S E Y LA AT
ERBHAFAB T ARBES FABTRREAE T + ARisH
E @A
e.g. o #EHY A FTT L 0044045-BOT -
FARE ERASEA TR £ RS HEA 70000 Bk
e.g. o 4LE T 5 0040000-BOT -

Y A chié A Egd T 2 R G e
(DY 3% D
(Z)iﬁ*u%%*u(optional) "R ERAEI A R AR +# ede #F D4R
EF"’:H"?P 5] ;‘ﬁ)ﬂt °
(3) h & $m5i(optional) * #e kit * F p EFHID e ¥ g IDnFs -

FRIFINSQEAFQ@)EZ > REBEEZZFNT - ) BERE -
TPpm-ﬁﬁlf=zarT :

o 'Lﬁm LSS - P E S o

® L x873 257

- ~ B
(1)¥ 3 '*ZID PID (# B =% 5 2@ FE 0 PRA Y 48 %50 10
l‘”) 10%—%
(3)pERS = & 11 45
o~ JEA
(1)¥ 3 '*‘ ID = BAN ( & REAIRE &2 o 7 35— ¥l ) 8 75

(2)'&‘%%%{ = 275
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1.

(3)pFEHE = 2L 114

vz Null DN» ® n];%@ﬁ’i«?; BIEF PR e
i%’%&%%ﬁa‘ﬁl{ﬁ%’&bi ﬁ:xaﬁé\g{ii%o;‘_g\/}%m—g
Tz g BE~~FAAT LB

6}]:&]&%‘?7?&%%&4%’{»10 fhad ’fz‘:%rﬁﬂ‘jﬁbﬂ ""'MTIF'AB!_\* 4}'

i 8 FEJ

Rz TATEARRT Wﬁﬁ—»%ﬁ% &%—wﬁ&»@ﬁﬁﬁ
Bl L \"‘z-‘]';l‘afuﬂg g TR A i B S BBl N R

przaAddE D v p s B TRRERBREIH LY - BFE 2
WA EFE o 2BI10.2FH
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B o A
i 413 # P FBERY LA
i S o FEn] LA
Issuer
Country (C) W

Organization (O)

CyberTrust Finance

Organizational Unit (OU)

CyberTrust Banking

Organizational Unit (OU)

0040000-BOT

Organizational Unit (OU)

FXML

Common Name (CN)

AEB A

1 »&£5 > * 7&3‘%&4?%*-%&35567@2
“A123456789" -

(2 £5. > 2 2 H ki@ Jﬂz piEaID:
“A123456789-01" -

3 2 £5. H i iﬂ‘ piEaD:
“A123456789--001"

4) €5 FEiE* —F{ piEaID:
“A123456789-01-001"

PR B A

(1) 7 €5 2 2 &ER* FpENID:
“19570228MJ”

(2) £5.> 2 2 ®ER* FpENID:
“19570228MJ-01" -

(B #E£5  #ixig* FpiEID:
“19570228MJ--001" -

4) 5. K Jﬂz piESID:
“19570228MJ-01-001" -

ES

D rE5 > 22 xkER* FpEHID:
“12345678"

(2 £35 > 22 xkER* fpEDID:
“12345678-01"

@) #E5  HER* FpEDID:
“12345678--001"

(4) £5. ®xe* FpEID:
“12345678-01-001"
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B FER eEp £

[ rOF e
1. CRL Field @ Arpe
1.1. Version 1 X509 V2 CRL *= #

1.2. Signature Algorithm

:11.2.840.113549.1.1.5 &
1.2.840.113549. 1. 1. 11 > @
2017/1/1 A= 2f &
1.2.840.113549. 1. 1. 11

SHA-1 with RSA
Signature & % A5
PKCS#1-5 =% SHA256
with RSA Encryption »
po2017/1/1 A=2¢ i@ *
SHA256 with RSA
Encryption

1.3. Issuer

% CRL 2 CA s 7

1.3.1. Country (C)

e.g., “TW’

1.3.2. Organization (O)

e.g., “CyberTrust Corporation”

1.3.3. Organizational Unit (OU)

e.g., “User CA”

1.3.4. Common Name (CN)

e.g., “Banking”

1.4. This Update

Gl & & & &

:1e.g.,"00:00:01 01 September
2001”

FEp R

1.5. Next Update

e.g.,“00:00:01 02 September
2001”

TEXFEFPHERF

1.6. Revoked Certificates

e T AGIER D

1.6.1. Certificate Serial Number e.g., 123456789 BT B
1.6.2. Revocation Date e.g., “00:00:01 01 June 2001” |zx4p #

1.6.3. CRL Entry Extensions

Gl & | & & &

G 7 A A

1.6.3.1. CRL Reason

il R A fBE- )

1.6.3.1.1. Unspecified 0 EErES
1.6.3.1.2. Key Compromise 1 LTl b
1.6.3.1.3. CA Compromise 2 CA &4l Az
1.6.3.1.4. Affiliation Changed 3 R AN S
1.6.3.1.5. Superseded 4 B e AATREE
1.6.3.1.6. Cessation Of Operation 5 F R RE
1.6.3.1.7. Certificate Hold 6 R AR
1.6.3.1.8. Remove From CRL 8 (p#7fr)

2. CRL Field Extensions & i e

2.1. Authority Key Identifier & EH2 CABEFT
2.1.1. Key Identifier & Bx 2 CAR &4
]

2.2. CRL Number

< le.g., “987654321"

CRL & 5L

superseded(4) D&

cessationOfOperation(5) -

EE
DA AR R R U AR A

D CA & Mat 12 2 1T LR 3
LIRS E A e

PR
AT 7B N

LR EE

iz X509 V2 $2 » 24 R F1F 0T B 4E 0 @ sl R Fgs 7 CRL B
unspecified(0)
keyCompromise(1)
cACompromise(2)
affiliationChanged(3)
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certificateHold(6) DR EATIER Y WS
removeFromCRL(8) D¢ * 3t Delta CRL #8+41(7 i *)
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AR 4150 FlEEY

=4 >

L

1. Version

?ﬁ'?\; AN F PKCSHIOVI 58 (JAR V9iaE
{01“ * {l)

2. Signature Algorithm

% %5+ %% SHA-1 with RSA Encryption (PKCS#1-5)
(1.2.840.113549.1.1.5) = SHA256 with RSA Encryption
(PKCS#1-5) (1.2.840.113549.1.1.11) > p 2017/1/1 4228
¢ * SHA256 with RSA Encryption (PKCS#1-5)
(1.2.840.113549.1.1.11)

3. Subject &0 F ] LA
3.1 Common Name (CN) | —*"*EAJ%‘% G PR T4.2.3 % Fan LfE, 2
B A nh S REE R

4. Subject Public Key Info

Zs

i *E \E’*ﬁ%’ i& % RSA i & %

¥ iR 5 PKCS #10 [RFC 2314]:
B % ¢

Standard - # ¢ 3

,j_) 1
FfoF 1Bu

Certification Request Syntax

-p*#“% g %—/fﬁp—n /f’fﬁgl”

(SignatureAlgorl thm)f= % %81 = (SignatureValue) °
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